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YNPABJIEHUE KAYECTBOM UCXOAHOI0 KOOA
BU3HEC-NMPUNO)XEHUN

InfoWatch Appercut — cvnctema aBTOMaTV3MPOBAHHOMO KOHTPOSA UCXOLHOIO Kofa BM3HeC-NpUNoXKeHNI Ha COOTBETCTBME
TpeboBaHUAM, NpefbsaBASEeMbIM K 3aKa3HoN pa3paboTke.
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WcnpaBneHnne owubkn B Kofde,
HaoeHHO Ha 3Tane pa3paboTku,
obxoautca B 10 pa3 pgewesre,
yeM Ha 3Tane MpWeMKW roTOBOrO
npopyKTa

75% HOBbIX aTak NPoOUCXoaAT

Ha ypoBHe bU3HeC-MPUSIOXKEeHNIT*.
OfHako Ha pblHKE CyLWecTBYOT
peweHnd, 3akpbiBatolwne Yyrpo3bl
Hebe3onacHoro Koaa

90% KoMnaHwii popabatbiBarOT
6U3HeC-npUIIoXKeHUST* C NoMolLLbio
LWTATHbIX nporpaMMuncCTOoB nnu
OTAQloT 3Ty 3a4a4y HA ayTCOPCUHT

INFOWATCH APPERCUT: MPOBEPATb «CBOUX», SALLULLIATD OT «4Y>KUX»

InfoWatch Appercut co3pmaH gns npuHMMaloLLel CTOPOHbI WNIM 3aKa34yMKOB MpPOrpaMMHOro obecrneveHusi, n ero
ncnonb3oBaHWe He TpebyeT cneumanbHbIX 3HaHUI B 061acTK NporpaMMUPOBaHUS UK ayauTa KOAA.

Kop npunoxeHus B LenoM, ero obHOBAEHWS WKW MOLYIN MPUIOKEHUS 33 CEKYHAbl CKaHWPYITCS Ha COOTBETCTBME
TpeboBaHUsM, aBTOMaTUYeCku CO3[AeTCs OMucaHWe HEeCOOTBETCTBWIA, a Takxke BblLAlTCS peKoMeHZauuu Lns ux
yCTpaHeHus.

B cpaBHeHuu ¢ pyyHon npoBepkoi kopa InfoWatch Appercut Ha nopsfok NoBbIlAeT CKOPOCTb U Pe3yNbTaTUBHOCTb
aHanM3a v 3HauUTEesIbHO COKpAaLLLaeT Pacxofbl Ha oniaTy yC/yr CTOPOHHUX ayLUTOPOB.
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[porpaMMuUCT  BHenpwi  3akniaaKy
B NpuioxeHve [nns obpabotku

InfoWatch Appercut - peweHue, cneyuaseHo
c030aHHoe 0719 KoHMPosA mpebosaHul
K apekmuaHomy u besonacHomy

CobniogeHve
TpeboBaHuit
perynsaTopos

PekoMeHngaumu
no obecneyeHuo
6e3onacHocTn

Jlyyqwie npaktvkm

npozpammMuposaHuio. PeweHue 2ubKo
nodcmpausaemcs He MOJIbKO Nod cneyu@ury
OHa  HesameTHo chmucsisana - co HOHKpemHO20 bU3HeC-NPUNIONCEHUS,
CHEeTOB  K/IMEeHTOB  orpefeneHHoe HO U YHUKaleHoCMb bu3Hec-npoyeccos
KOMMYECTBO aKLMM, «MPOKPYUMBANE»  i.......cceeverenee.
ux Ha doHgoBor  bupke U
Bo3Bpallana obpaTHo, nepeyncnss
npuBbIb Ha CYET MOLLIEHHUKA.
B pesynstate  adépbl  emy
ypanocb peanusosatb 110 TbiC.
akumnm  wn  3apabotatb 57 MAH
pyd.  VYiepb  penytaumm  ero
pabotopatens He  OLEHMBANCS.
MolLLieHHMYecKylo CxeMy packpblav
TONbKO Yepe3 rof, MporpaMMmcT
0CY>KAEH Ha b neT.

onepauun C LEeHHbIMK 6yMaraMV|. TpeboBaHus

apXuUTeKTypbI
NPUIOXKEHNI

TpeboBaHus KoMnaHum SDLC Standards

McxogHbi Kop,

NocTaHoBKa 3agayn InfoWatch Appercut OTyeT 0 COOTBETCTBUM

no ncnpasyieHnto

Knowledge Base TpeboBaHUAM

TEXHOJI0'MN APPERCUT

MeTopn cTaTuuyeckoro aHanusa kopa (SAST**), ucnonesyembiii B InfoWatch Appercut, nossonser npoBoAWUTb NPOBEPKY
KayecTBa Kofa elle Ha 3Tane NporpaMMMpoBaHus, Korga owwubky npole W fellessne ucrnpasuTb. Peanu3oBaHHble B
InfoWatch Appercut nekcepHbIi, cCEMaHTUYECKUIA aHaNW3bl M aHaIM3 NOTOKOB AaHHbIX obecrneynBatoT NOSHOTY U CKOPOCTb
noncka Hebe3onacHbIX KOHCTPYKUWIA MpU MPUEMSIEMOM YPOBHE JIOXKHOMOMOXUTENbHbIX cpabaTeiBaHMin. OnacHocTb
MCMNOJIb30BaHUS KOHKPETHbIX KOHCTPYKLMIA AeTekTupyeTcst BykBaiibHO B MOMEHT UX COXPaHEHMWS B MPOrpaMMHOM MpoekTe
Bnarofaps nekcepHOMYy U CEMaHTUYECKOMY aHanuay. TeXHONOorns aHanM3a noTokoB [aHHbIX NOBbILLIAET KayecTBO NMoncka 3a
CYeT TOYHOro 0DHapy>KeHUs peasibHbIX Yrpo3.

* Gartner Research
** Static Application Security Testing
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5 MPNUYUH UCTI0JIb3OBATb
INFOWATCH APPERCUT

He TpebyeT cneymnanbHbiX HaBbIKOB

PesynbtaT aHanusa kopa npunoxeHus unu ero dparMeHTa npeactasnseT cobol OT4eT C pekoMeHJauusaMu no
ncrnpasaeHUto oLmnbok. Cneu,maanble 3HaHWA W HaBblKM NporpaMMunpoBaHua Ong nonyvyeHua w I'IOCJ'IE,D,yIOU.I,GVI
MHTeprnpeTaunm pesynbTaToB aHaini3a He HYXKHbI.

YuutbiBaer Tp66OBaHMﬂ Me)XXAQyHapPoaHbIX CTAaHAaPTOB U cneum,b;my 6usHeca

B 6a3e InfoWatch Appercut 3anoxeHbl TpeboBaHus MexayHapoaHbix ctaHgapTos PClI DSS n HIPAA, nyywwime npaktunku
CERT n OWASP, pekomergauunmn SDLC, a Takke pekoMeHgaumm nponssogutenen nnatoopm 1C, SAP, Oracle, Microsoft.
Monb3oBaTtenn InfoWatch Appercut MorytT pobaenaTtb B 0a3y LaHHbIX HEKOPPEKTHbIX MPOrPaMMHbIX KOHCTPYKLUIA
cobcTBeHHble WabnoHbl, oTpaxatlume cneunduky brsHec-npoL,eccoB opraHM3aLmm.

Jlerko Macwra6upyercn n nogaep)>xnBaet 6onee 20 a3bIKOB nporpaMMunUpoBaHnsa

JInuensua InfoWatch Appercut nossonseT nccnenosath ntoboe KOMMYECTBO NPUIOXKEHWUA BeCKOHEYHOE KONIMYeCTBO
pas. MNopnepxunsaeT Hanbonee nonynsipHblie A3bikK pa3paboTku busHec-npunoxexuit, B Tom yncne 1C n ABAP4, a
TakXe A3blK1 BeH-NporpaMMMpoBaHms.

Ob6ecneunBaer HenpepbIBHOCTb 6BU3HeEC-npoLeccoB
HeT HeobxonMMoOCTM 0CTaHaBNMBATb UCTMONHEHWE KPUTUYHbIX 415 BU3HEeca NpUNOXeHU AN TPYLOEMKON U AINTeNIbHON
PY4YHON MPOBEPKMN KOAA UM BHELLHErO ayauTa.

Moaxoaunt gns ncnonb3oBaHus Ha 106oM 3Tane yunkna paspaboriu 10
NHTepdenc koMaHOHOM CTpokM No3BofisieT BcTpamBaTb Bbi3oB InfoWatch Appercut n 3anyckaTb npouecc aHanusa
McXofHOro Kofda B Ntobon npouenype XunsHeHHoro Lukna paspabotkum M0 - oT nporpaMMMpoBaHuns A0 NPUEMKM.

MHTEMPALMA C WEB APPLICATION FIREWALL

U ANTI-DDOS AJ1d 3ALLNTbI BEB-MHDPACTPYKTYPbI

InfoWatch Attack Killer - HenpepbiBHasi, aKTUBHasi U aBTOMaTU3UPOBaHHas 3aLynUTa Be6-nHppacTpyKkTypbl
OT BHELUHUX aTak.
Cuneprus 4 TexHonoruii (SAST, DAST, WAF v Anti-DDoS) obecneunsaeT BbICOKUI

YPOBE€Hb 3allUTHI, He,D,OCTVI)KVIMbIVI npun Ncnosib3o0BaHUn I'IO,D,06HbIX TEXHOIOTUI
Nno OTAE/NbHOCTU.

R InfoWatch Attack Killer Custom Code Scanner (CCS) - nouck
N\{/ ya3BMMocTel npunoxeHWn Ha OCHOBE TEXHONOrMWM aHanusa
ncxogHoro koga InfoWatch Appercut

WA@ InfoWatch Attack Killer WEB Application Firewall (WAF) -

N}/ 3awwTa oT xakepckux aTak Ha Be6-NpunoxeHus n obHapyxeHue
ya3BuMocTelr Beb-MHGPacTpyKTypbl Ha OCHOBE TEXHOJ0ruin
komnaHnun Wallarm

000D InfoWatch Attack Killer AntiDDoS - rapaHTupoBaHHoe
$i npenoTBpaleHne DDoS-atak Ha ocHoBe TexHonoruum Qrator Labs

TexHOIOrMmn CTaTMYeCcKoro aHaamn3a UCXOAHOTo KOAA UCMOoJb3YoTC B paMKax KOMMIEKCHOro NpodyKTa Ans 3aluThbl
Beb-nHdpacTpykTypbl oT BHewHMx atak InfoWatch Attack Killer. Mopynb InfoWatch Attack Killer Custom Code
Scanner, pa3paboTtaHHbili Ha base Appercut, uHTerpmposaH ¢ MogyneM InfoWatch Attack Killer WAF. CuHeprus
TeXHOM0rMi No3BoasieT aBToMaTU3MpoOBaTh Npouecc beszonacHol pa3paboTkn BeD-NpUNOXKEHUI U COKPaTUTL BpeMs
Bbixofa obHoBnenu fo 10 pas. InfoWatch Attack Killer obecneunT HenpepbIBHYO M akKTUBHYIO 3aLUUTY KPUTUYHOTO
ons busHeca Beb-pecypca.
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